
NON-COMPLIANT AND KNOWN-COMPROMISED 
PIN ENTRY DEVICES

WorldPay strives to keep you informed about important compliance 
mandates and regulations affecting your business.

Current Card Association mandates require that all merchant acquir-
ers and acquiring processors begin retirement of PIN Pad and terminal 
devices that are not compliant with PCI-PED security standards or that 
are on Visa’s known-compromised device list.

Non-compliant devices must be removed from service no later than 
July 1, 2010, and known-compromised devices should be removed 
from service as soon as possible.

NON-PED-COMPLIANT DEVICES:
 •   Have not been evaluated on security standards by a third-party 

compliance organization
 •   Typically only support the less secure SDES and do not support 

the more robust TDES encryption

KNOWN-COMPROMISED DEVICES:
 •  Appear on Visa’s known-compromised list
 •  Have been compromised at a merchant location
 •   Can subject merchants to a risk of fines up to $500,000 per  

incident from Visa®, MasterCard® or other Card Associations   
if cardholder information is compromised in any way

WorldPay is urging retailers to consider replacing these devices 
quickly to avoid the risk of being non-compliant. Please see the lists of 
known-compromised and non-compliant devices along with possible 
replacement devices: 

KNOWN–COMPROMISED 
DEVICES

POSSIBLE
REPLACEMENT DEVICES

Hypercom S8 Pin Pad Hypercom S9 PCI-PED

VeriFone Everest Pin Pad VeriFone Mx830 or Vx850

VeriFone PIN Pad 101 VeriFone 1000SE PCI-PED

VeriFone PIN Pad 102
VeriFone SC 5000 PCI-PED

VeriFone PIN Pad 2000

NON–COMPLIANT 
DEVICES

POSSIBLE 
REPLACEMENT 

DEVICES

Hypercom ICE 5500 VeriFone Vx510LE (3730LE) 
or Hypercom T4220

Ingenico eN-Crypt 100 PIN Pad VeriFone PP 1000SE 
PCI-PEDIVI Sentinel PIN Pad

Lipman Nurit 2085 Terminal Add the external PIN Pad 
VeriFone PP 1000SE

 PCI-PEDLipman Nurit 2085+ Terminal

Lipman Nurit 3000 Terminal
VeriFone Vx510LE (3730LE)

Lipman Nurit 3010 Terminal

NCR 5945 PIN Pad

VeriFone Mx830 or Vx850NCR 5991 PIN Pad

NCR 5992 PIN Pad

Thales Talento T-IPP Terminal

VeriFone Vx510LE (3730LE)

Thales Talento T-IPPS Terminal

Thales T-Pad PIN Pad

VeriFone Omni 3210 Terminal

VeriFone Omni 470 Terminal

VeriFone Omni 490 VeriFone Mx830 or Vx850

VeriFone PIN Pad 1000
VeriFone PP 1000SE

 PCI-PEDVeriFone PIN Pad 1000SE (160 
Firmware)

VeriFone PIN Pad 1000SE G-Site 
(160 Firmware)

There is no PCI-PED-
compliant device for 

G-Site Fuelman.

VeriFone SC5000 PIN Pad 
(Pulsar and Stardust model) VeriFone SC5000 PCI-PED

To learn more or to order your PCI-PED replacement device, contact 
your WorldPay representative today at 866.232.8691 or visit:
www.WorldPay.us.


